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We present a tautological argument that AES ciphertext necessarily contains a detectable 
signature of its encryption key. Since AES is a deterministic bijection, each key uniquely defines a 
permutation of the 2

128
 / 2

256 
plaintext space — a permutation that constitutes an invariant 

structural signature embedded in all ciphertext produced under that key. Classical cryptographic 
security proofs demonstrate resistance to algebraic and statistical attacks, but do not address the 
extractability of this signature by neural networks operating as universal function approximators in 
high-dimensional analog space. We argue that the burden of proof lies with the cryptographic 
community to demonstrate unextractability by this class of tool — a demonstration that does not 
currently exist. We further show that the Fractal Encryption Standard (FES) defeats this threat 
class by architectural design, eliminating the fixed permutation invariant that makes AES 
theoretically vulnerable. 

 

  

https://portalz.solutions/library/QKE_Quantum_Key_Extraction.pdf
https://portalz.solutions/library/AES_Key_Extraction_NIST_Blind_Spot.pdf
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1.  Introduction 

The security of the Advanced Encryption Standard (AES) rests on well-established mathematical 
hardness assumptions — resistance to differential cryptanalysis, linear cryptanalysis, and brute-force key 
search. These proofs were constructed within a framework of algebraic and statistical adversarial tools 
available at the time of AES standardisation. 

This paper introduces a distinct and previously unformalized attack surface: the extraction of key-
identifying signatures from ciphertext using neural networks as analog pattern detectors operating across 
high-dimensional bit-combination spaces. 

The argument does not begin with an empirical observation or a suspected weakness. It begins with a 
logical tautology — a statement true by definition — and proceeds through information theory and the 
universal approximation theorem to a theoretically complete cryptanalytic framework. 

2.  The Pivotal Premise: A Logical Tautology 

The foundational claim of this paper is: 

 

“A fixed algorithm applied with a fixed key must produce a fixed 
signature in the output.” 

 

This is not a hypothesis. It is a tautology: it follows necessarily from the definition of a deterministic 
algorithm. AES with a fixed key K is a deterministic bijection over {0,1}¹²⁸. Therefore: 

• Every key K defines a unique, complete permutation πK of the 2¹²⁸-element plaintext space. 

• Two distinct keys define two distinct permutations. The permutation IS the signature. 

• Every ciphertext block produced under K is a sample drawn from that unique permutation. 

• Sufficient samples must statistically characterise the permutation. 

 

2.1  Separation of Existence from Extractability 

Classical cryptographic security claims do not assert that the key signature is absent. They assert that it is 
computationally infeasible to extract under classical tools. This distinction is critical: 

 

  Cryptographic claim:   Signature exists BUT requires ~2^128 operations 

                         to extract using algebraic / statistical methods 

  This paper's claim:    The extraction class (neural networks) was never 

                         included in the original hardness assumption 

 

The hardness assumption was formed before neural networks existed as practical universal function 
approximators. The security proof has never been extended to this class of tool. 

3.  Inversion of the Burden of Proof 

In conventional cryptanalysis the attacker bears the burden of demonstrating weakness. The tautological 
foundation of this argument inverts that burden entirely: 
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Because the signature’s existence is mathematically necessary, the 
cryptographic community must prove it is unextractable by neural 

networks — not merely by algebraic or statistical tools. 

 

This proof does not currently exist in the literature. 

4.  The Analog Assembly Insight 

Classical cryptographic testing (NIST SP 800-22, Diehard, TestU01) evaluates randomness at the level of 
individual bits, bit pairs, and short runs. None of these tests ask: 

 

“Do bits 3, 17, 45, and 89 — assembled as a weighted analog value — 
occupy a distinguishable region of ℝ⁴ for a given key class?” 

 

AES was not designed to defeat this question. The question was not formally askable until neural 
networks made high-dimensional analog pattern extraction computationally tractable. 

4.1  The Geometric Signature 

Each 128-bit ciphertext block defines a point in a 128-dimensional space. For truly random data these 
points are uniformly distributed. For ciphertext produced under a fixed key, these points may lie on a 
subtle geometric manifold — the projection of the key’s unique permutation structure into observable 
space. This manifold is: 

• Invisible to marginal (per-bit) statistics 

• Invisible to pairwise correlation analysis 

• Potentially visible to a deep network learning high-order feature interactions across all 128 
dimensions simultaneously 

 

4.2  Analogy to Stylometric Analysis 

A natural language corpus has approximately 170,000 words, yet every author possesses a detectable 
stylometric fingerprint identifiable from a few paragraphs — even when individual word choices appear 
random. AES with a fixed key is precisely analogous: an author with exactly one compositional style — its 
unique permutation of 2¹²⁸ values. The neural network operates as the stylometrist, detecting the invariant 
structure beneath surface variation. 
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5.  Theoretical Completeness: Four Pillars 

The argument is assembled from four independently established components. Their conjunction forms a 
theoretically complete case: 

 

Pillar Statement Implication 

1. Logic Tautology A fixed algorithm + fixed key = fixed 
transformation 

Signature EXISTS by mathematical 
necessity 

2. Information Theory Sufficient ciphertext samples characterise a 
permutation 

Signature is statistically present in output 

3. Universal 
Approximation 

A neural network can approximate any 
measurable function 

A NN can learn the key→signature 
mapping 

4. Analog Assembly Bits combine into detectable geometry in high-
dimensional space 

Classical binary tests are blind to this 
structure 

 

Each pillar is independently established in the literature. No step in the chain is speculative. The 
experiment proposed in Section 6 would not establish whether the signature exists — that is already 
logically certain. It would quantify the extraction efficiency and characterise the minimum sample size 
required. 

6.  Proposed Experimental Design 

6.1  Training Schema 

 

  Input:   [Block_1, Block_2, Block_3, Block_4, Block_5, Block_6] 

           + block_position (ordinal index within message) 

           Each block = 128 bits of ciphertext 

  Output:  Key K  [128 bits] 

 

  Constraint: Multiple payloads P_1...P_n encrypted under same K 

              Payload P never provided to the network 

              Network must learn only the invariant: f(K) 

 

6.2  The Invariance Learning Objective 

By withholding plaintext from the network a hard constraint is imposed: the only learnable invariant across 
all training samples for a given key is the key’s permutation signature. Payload variation becomes the 
noise; the permutation signature becomes the signal. This is a self-supervised invariance learning 
problem: find what is constant when everything else varies. 

6.3  Recommended Architecture 

• Linear classifiers on raw bits predicted to fail — the signature is not linearly separable 

• Deep networks with nonlinear activations predicted to succeed — analog combination assembly 

• Transformer-style attention across blocks preferred — signature may live in cross-block 
relationships 

• Block position as positional encoding captures CBC/CTR chaining structure 

 

A testable prediction: neurons activating on the key signature should span multiple bit positions, 
not localise to individual bits. This is experimentally verifiable and constitutes strong evidence for the 
theory if observed. 
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7.  FES as the Architectural Solution 

The Fractal Encryption Standard (FES) was architecturally designed — prior to this formal analysis — to 
eliminate precisely the property that makes AES theoretically vulnerable to neural signature extraction. 

 

Property AES-128/256 FES 

Algorithm Fixed deterministic bijection Fractal-navigated transformation 

Key→Ciphertext Fixed permutation per key 
No fixed permutation — silo/FOTP vary 
portal 

Signature exists? YES — by logical necessity 
NO — same key, different portal each 
session 

NN extractability Open question — never tested Defeated by design: no invariant to extract 

Classical security Proven against algebraic attacks Oracle suppression + silo isolation 

Quantum resistance Partial (Grover reduces keyspace) Inherent (no oracle to attack) 

Correctness oracle Yes — 1 correct plaintext No — many plausible plaintexts 

 

7.1  How FES Defeats the Threat 

The AES vulnerability rests on a single architectural fact: a fixed key defines a fixed permutation, 
producing an invariant geometric structure across all ciphertext. FES breaks this at the foundation: 

• Password destruction after Portal generation — the key never acts directly on payload. No fixed 
key→payload transformation exists to sample. 

• Silo + FOTP variation — the same password generates an entirely different fractal portal across 
sessions. No invariant signature accumulates across ciphertexts. 

• Oracle suppression — multiple parameter combinations produce sensible-looking plaintexts from 
the same ciphertext. A neural network cannot anchor on a correctness signal. 

• Hyperchaotic divergence — small portal differences produce exponentially divergent streams. A 
network trained on one key’s outputs cannot generalise to adjacent keys. 

 

In formal terms: AES produces a fixed geometric manifold in ciphertext space per key. FES produces no 
such manifold. The threat class this paper formalises does not apply to FES because the precondition — 
a fixed permutation signature — is absent by design. 

8.  Conclusions 

This paper has established four formal claims: 

 

  1. AES ciphertext necessarily contains a key-identifying permutation 

     signature — this is a logical tautology, not a hypothesis. 

 

  2. This signature exists in the geometric relationships among bit 

     combinations across ciphertext blocks, invisible to classical 

     statistical tests. 

 

  3. Neural networks constitute a novel cryptanalytic tool class against 

     which AES security has never been formally evaluated. 

 

  4. The burden of proof now lies with the cryptographic community 

     to demonstrate unextractability — a proof that does not exist. 
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The Fractal Encryption Standard (FES) defeats this threat class by design, eliminating the fixed 
permutation invariant at the architectural level. The AES vulnerability identified here is therefore 
simultaneously the formal threat model that FES was intuitively constructed to defeat — establishing FES 
not merely as an alternative cipher but as a solution to a threat class unaddressed by existing 
cryptographic standards. 

 

The potential implications for AES security, key management practices, and the broader foundations of 
symmetric cryptography warrant immediate theoretical and experimental investigation. 
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