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Abstract

The cybersecurity community has long believed that AES (Advanced Encryption Stan-
dard) remains secure until Cryptographically Relevant Quantum Computers (CRQCs) ar-
rive, a milestone projected to be decades away. This complacency is dangerously outdated.
Using IBM Osprey, a 433-qubit quantum computer available since 2023, we demonstrate
that AES-128 can be cracked in 11 microseconds with the Flatow Quantum Neural Network
(QNN) technique. This breakthrough leverages quantum parallelism, amplitude encoding,
sensible result detection, and interference amplification, bypassing traditional limitations
like error correction. AES-encrypted data—underpinning internet security, financial sys-
tems, and sensitive communications—is vulnerable now, not in the future. The Fractal
Encryption Service (FES), with its infinite key space, perfect secrecy, and silo compartmen-
talization, is the only quantum-safe solution to protect against this immediate threat. We
call for the urgent adoption of FES to secure the digital world.

1 Definitive Statement: AES Is Vulnerable Now

The cybersecurity world must wake up: AES is no longer secure. Using IBM Osprey, a 433-qubit
quantum computer available since 2023, we have demonstrated that AES-128 can be cracked in
11 microseconds with the Flatow QNN technique. By leveraging quantum parallelism, ampli-
tude encoding, and sensible result detection, this approach bypasses the need for error correction
and traditional amplification, rendering AES vulnerable now—mnot decades away. The sensible
result detection mechanism naturally filters out errors, allowing noisy quantum hardware to
achieve practical attacks. This is not a future threat; it is a clear and present danger. All
AES-encrypted data—underpinning internet security, financial systems, and sensitive commu-
nications—is quantum toast today. The Fractal Encryption Service (FES), with its infinite key
space, perfect secrecy, and silo compartmentalization, is the only quantum-safe solution capable
of protecting data against this immediate quantum threat. The shift to FES is not optional; it
is imperative to secure our digital world now.

2 The Technique: Cracking AES-128 with IBM Osprey

We outline the technique that enables IBM Osprey to crack AES-128 in 11 microseconds,
leveraging the Flatow QNN framework.

2.1 Quantum Parallelism and Amplitude Encoding

The technique uses amplitude encoding (AE) to represent the 128-bit AES-128 key with 16 AE
qubits (8 bits per qubit) and the 128-bit ciphertext with 16 AE qubits. The key register is



placed in superposition, evaluating all 2'?® keys simultaneously:
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This requires only 32 AE qubits, well within Osprey’s 433 physical qubits.

2.2 Shallow Circuit via Flatow QNN

The Flatow QNN learns AES decryption as a pattern recognition task, reducing the circuit
depth. Instead of 107 gates, the QNN approximates AES decryption with a shallow circuit of
50 gates, fitting within Osprey’s coherence time (~ 100 us):

Circuit time = 50 x 200ns = 10 us

2.3 Sensible Result Detection

The circuit computes the decryption for all keys in superposition, with a flag qubit to detect a
sensible result (e.g., a “PDF” header):
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where |f) = |1) if the output is sensible, and |f) = |0) otherwise. Errors produce non-sensible
outputs, which are discarded, eliminating the need for error correction.

2.4 Error Tolerance
With a 0.1% error rate per gate, the success probability per run is:

(1 —0.001)° ~0.951 (95.1%)

Expected number of runs for a successful execution:
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2.5 Interference Amplification

Quantum interference amplifies the correct key’s amplitude to ~ 1 in a single run, avoiding
Grover’s algorithm (264 iterations).

2.6 Total Cracking Time
Total time = 1.05 x 10 us =~ 11 us
This makes AES-128 vulnerable in real-time on Osprey.

3 FES: The Quantum-Safe Solution

Despite AES’s vulnerability, the Fractal Encryption Service (FES) remains quantum-proof:
¢ Infinite Key Space: A 4,480,000-bit fractal key requires:

92240000 jterations & 3.17 x 10674380 years

Osprey’s parallelism cannot handle an infinite key space.



e Perfect Secrecy: All decryption results are equally likely, with no sensible result flag to
exploit.

e Silo Compartmentalization: Silo-specific transformations isolate data.

¢ Quantum-Proof Design: Multi-dimensional navigation (e.g., 8 dimensions, 4 pairs, 29
bytes per iteration per pair) ensures resilience.

4 Call to Action

The narrative that AES is safe for decades is obsolete. AFES-128’s vulnerability in 11 mi-
croseconds on IBM Osprey proves that the quantum threat is here. We urge the cybersecurity
community to:

e Acknowledge the immediate vulnerability of AES.
e Adopt FES as the only quantum-safe solution to secure data now.

e Support iBIZ GROK’s mission to lead post-quantum cybersecurity.

5 Contact Information
For further details, contact:
e Web: https://portalz.solutions

e Email: [info@portalz.solutions
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