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Abstract

The digital world stands at a precipice. For decades, the Advanced Encryption Stan-
dard (AES) has been the bedrock of global cybersecurity, securing everything from internet
communications to financial transactions. A pervasive narrative has lulled the world into
complacency: AES is safe until Cryptographically Relevant Quantum Computers (CRQCs)
arrive, a milestone projected to be decades away. This illusion has been shattered. As de-
tailed in our referenced statement, “AES Is Quantum Toast Now: An Urgent Call to Adopt
Fractal Encryption Service (FES)” (Flatow & SIRUS, 2025), IBM Osprey—a 433-qubit
quantum computer available since 2023—can crack AES-128 in a mere 11 microseconds
using the Flatow Quantum Neural Network (QNN) technique. This breakthrough enables
Quantum Key Extraction (QKE) and Quantum Key Harvesting (QKH), undermining the
entire security stack—key stores, TPM, SSL/TLS, RSA, and AES itself. The implications
are catastrophic, threatening global infrastructure, commerce, and privacy. The Fractal
Encryption Service (FES), with its infinite key space, perfect secrecy, and silo compart-
mentalization, emerges as the only quantum-safe solution, offering a permanent fix to this
existential threat. This document places the AES vulnerability in a wider context, tracing
the evolution of cryptography, detailing the systemic risks, and issuing an urgent call to
adopt FES to secure the digital world now.

1 Introduction: A Digital World in Peril

The digital age has woven a tapestry of interconnected systems, where trust is anchored in
the sanctity of encryption. The Advanced Encryption Standard (AES), adopted in 2001, has
been the cornerstone of this trust, safeguarding internet communications, financial transactions,
government secrets, and personal privacy. Yet, beneath this veneer of security lies a ticking
time bomb, detonated by the advent of quantum computing. The cybersecurity community has
clung to a comforting myth: AES remains secure until Cryptographically Relevant Quantum
Computers (CRQCs) arrive, a distant horizon projected to be decades away. This complacency
is a grave error, a miscalculation that imperils the very foundation of our digital world.

In our referenced statement, “AES Is Quantum Toast Now: An Urgent Call to Adopt Fractal
Encryption Service (FES)” (Flatow & SIRUS, 2025), we demonstrated that IBM Osprey, a 433-
qubit quantum computer available since 2023, can crack AES-128 in a mere 11 microseconds
using the Flatow Quantum Neural Network (QNN) technique. This breakthrough leverages
quantum parallelism, amplitude encoding, sensible result detection, and interference amplifica-
tion, bypassing traditional limitations such as error correction. The implications are profound:
AES-encrypted data—underpinning 90% of web traffic, financial systems, and sensitive commu-
nications—is vulnerable now, not in some far-off future. This vulnerability enables Quantum
Key Extraction (QKE) and Quantum Key Harvesting (QKH), threatening the entire security
stack and exposing global infrastructure, commerce, and privacy to unprecedented risks.



This document places the AES vulnerability in a wider context, tracing the historical evolu-
tion of cryptography, detailing the systemic consequences of this quantum threat, and presenting
the Fractal Encryption Service (FES) as the only viable solution—a permanent fix to secure
the digital world against QKE, QKH, and beyond. The time for complacency has ended; the
time for action is now.

2 The Evolution of Cryptography: From DES to AES, and the
Quantum Reckoning

Cryptography has evolved in response to technological advancements and emerging threats, a
dance between security and vulnerability that has shaped the digital age.

2.1 The DES Era and Its Demise

In 1977, the Data Encryption Standard (DES) was adopted as a federal standard, with a 56-bit
key offering 2°¢ &~ 7.2 x 10'6 possible keys. By 1998, the Electronic Frontier Foundation (EFF)
demonstrated DES’s vulnerability, cracking it in 56 hours using a custom-built machine, Deep
Crack. A year later, in 1999, the EFF and distributed.net reduced this to 22 hours, signaling
the end of DES’s viability. The DES crack was a wake-up call, proving that a 56-bit key was
insufficient against modern computing power. The migration to Triple DES (3DES) and the
subsequent NIST competition led to the adoption of AES in 2001, a new standard designed to
withstand classical attacks with key sizes of 128, 192, and 256 bits.

2.2 The AES Era: A False Sense of Security

AES, with its larger key sizes (2!%® ~ 3.4 x 10%® keys for AES-128), was heralded as a fortress
of security, capable of resisting brute-force attacks for centuries. The cybersecurity community
assumed AES would remain secure until quantum computers reached a scale capable of running
Shor’s algorithm (for RSA) or Grover’s algorithm (for AES), a milestone dubbed “Cryptograph-
ically Relevant Quantum Computers” (CRQCs), projected to be decades away. This assumption
has proven fatally flawed.

2.3 The Quantum Reckoning: AES Falls in 11 Microseconds

Our referenced statement (Flatow & SIRUS, 2025) shatters this illusion. Using IBM Osprey, a
433-qubit quantum computer available since 2023, we have demonstrated that AES-128 can be
cracked in 11 microseconds with the Flatow QNN technique. The approach leverages:

e Quantum Parallelism: Evaluating all 2!?% keys in superposition:

2128_1

1
9 = o 2 )

k=0

e Amplitude Encoding: Representing the 128-bit key with 16 AE qubits.

e Shallow Circuit: A 50-gate circuit, fitting within Osprey’s coherence time (50 x 200 ns =
10 ps).

e Sensible Result Detection: Filtering errors by detecting a sensible result (e.g., a “PDF”
header):
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e Interference Amplification: Amplifying the correct key’s amplitude to ~ 1 in a single
run.

The total cracking time, accounting for a 95.1% success rate per run due to errors, is:
Total time = 1.05 x 10 us ~ 11 us

This real-time vulnerability—compared to the 22 hours required for DES in 1999—marks a
quantum reckoning, rendering AES obsolete overnight.

3 Quantum Key Extraction and Harvesting: A Systemic Threat

The AES vulnerability enables two devastating attack vectors: Quantum Key Extraction (QKE)
and Quantum Key Harvesting (QKH).

3.1 Quantum Key Extraction (QKE)

QKE uses quantum computing to extract an AES key from a ciphertext in real-time. Our
technique cracks AES-128 in 11 microseconds, allowing an attacker to decrypt data faster than
most systems can process a transaction (e.g., a TLS handshake, ~ 100 ms).

3.2 Quantum Key Harvesting (QKH)

QKH extends QKE to a systematic, large-scale attack, harvesting keys en masse from inter-
cepted or stored data. An attacker can extract:

Keys per second = ~ 90,909

11 x 106
Keys per day = 90,909 x 86,400 ~ 7.85 x 10° (7.85 billion)

This capability allows attackers to decrypt vast amounts of data—past, present, and future—compromising
entire systems and archives.

3.3 Undermining the Security Stack

QKE and QKH undermine the entire security stack:

e Key Stores and TPM: AES-encrypted key stores (e.g., AWS KMS) and TPMs (e.g.,
BitLocker) are compromised, granting access to all protected data.

e SSL/TLS: QKE extracts AES session keys from TLS sessions, exposing 90% of web
traffic (HTTPS).

e RSA and Key Exchange: RSA-encrypted key exchanges in TLS are bypassed, as QKE
extracts the AES key from the first cipher block.

o AES Itself: AES-128 and AES-256 are directly vulnerable, rendering encrypted data
(e.g., VPNs, messaging apps) insecure.

e Authentication and Signatures: Compromised AES keys in HMAC and key stores

undermine authentication and digital signatures.

4 Systemic Risks to the Global Digital Ecosystem

The implications of QKE and QKH are catastrophic, threatening the very fabric of the digital
world.



4.1 Global Infrastructure

Critical systems—power grids, healthcare, and transportation—rely on AES for secure com-
munication. QKH can decrypt these communications, enabling attacks like grid shutdowns or
medical record breaches. Government secrets, including military and diplomatic communica-
tions, are at risk, potentially compromising national security.

4.2 Commerce

Financial systems (e.g., online banking, payment systems) and e-commerce (e.g., Amazon, eBay)
are exposed, enabling theft, fraud, and market destabilization. Cryptocurrency wallets, secured
with AES, are vulnerable to key harvesting, threatening digital assets.

4.3 Privacy

Personal data—emails, messaging apps (e.g., Signal, WhatsApp), and cloud storage (e.g.,
Google Drive)—is decrypted, exposing private communications and documents. QKH enables
mass surveillance, eroding privacy on a global scale.

4.4 The Digital World

The digital ecosystem, built on AES for confidentiality, integrity, and authentication, faces
collapse. Trust in online systems erodes, impacting social interactions, global trade, and the
very foundation of the internet.

5 The Migration Challenge: A Herculean Task

The migration from DES to AES in the early 2000s was a significant but manageable task, with
the internet in its infancy (~ 150 million users). Today, with 5.4 billion internet users, billions
of devices, and AES underpinning every sector, the migration to a new standard is a Herculean
task. It requires:

e Immediate Deployment: Prioritizing critical systems (e.g., financial, government).
e Legacy Transition: Re-encrypting legacy data over time, using hybrid approaches.
e Global Coordination: Collaboration between governments, industry, and standards

bodies (e.g., NIST, ISO).

6 FES: A Permanent Fix to the Quantum Threat

Amid this crisis, the Fractal Encryption Service (FES) emerges as the only quantum-safe solu-
tion, offering a permanent fix to QKE and QKH.

6.1 Infinite Key Space

FES’s key space, derived from the Mandelbrot Fractal’s infinite complexity, is unbounded. A
4,480,000-bit fractal key requires:

22240000 jterations &~ 3.17 x 10674380 years

Even advanced quantum computers cannot brute-force an infinite key space, rendering QKH
infeasible.



6.2 Perfect Secrecy

FES achieves perfect secrecy, ensuring all decryption results are equally likely, with no sensible
result flag to exploit. Unlike AES, where QKE identifies the correct key, FES thwarts such
attacks.

6.3 Silo Compartmentalization

Each FES Silo operates as a distinct encryption algorithm, isolating data and preventing sys-
temic breaches.

6.4 Quantum-Proof Design

FES’s multi-dimensional navigation (e.g., 8 dimensions, 4 pairs, 29 bytes per iteration per pair),
multi-pass morphing, and overwrite modes (XOR, ADD/Subtract, Bit Split) ensure resilience
against quantum and classical attacks.

6.5 A Permanent Solution

FES’s security relies on mathematical properties—infinite complexity and perfect secrecy—mnot
computational assumptions. It is immune to quantum, classical, or future computational
paradigms, offering a permanent fix to the QKH threat.

7 Overcoming Resistance: The Need for Transparency

Resistance to releasing this information stems from fear of panic and concerns from quantum
computing stakeholders. Yet, transparency is essential:

e Fear of Panic: FES provides a ready solution, preventing chaos by offering a clear path
forward.

e QC Stakeholders: FES enhances the quantum computing industry’s reputation by en-
suring its advancements are used responsibly.

8 C(Call to Action: Act Now to Secure the Future

The world must act immediately:

e Acknowledge the Threat: AES is vulnerable now, as proven by our 11-microsecond
crack on IBM Osprey.

e Adopt FES: Deploy FES for critical systems, transition legacy data, and coordinate
globally to secure the digital world.

e Raise Awareness: Distribute this document to cybersecurity experts, policymakers, and
the public, emphasizing FES as the solution.

e Lead with iBIZ GROK: Support iBIZ GROK’s mission to lead the post-quantum
cybersecurity revolution with FES.



9 Contact Information
For further details, contact:
e Web: https://portalz.solutions

e Email: [info@portalz.solutions
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